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Only 37% of users backup their data
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Healthcare IT News TOPICS

Privacy & Security

WannaCry highlights worst
nightmare in medical device
security

Among the many lessons that will come out of the massive
cyberattack might be a rethink of common patching practices.
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Ransomware Decrypts Your Files For Free If You
Infect Your Friends

dl’'S TECHNICA & 6l

Lockyranéomware uses decoy image files
to ambush Facebook, LinkedIn accounts

Unbreakable Locky ransomware is on the march
again










Agenda

1. How we trace ransom payments at scale
2. Revenue & ecosystem insights

3. Thekingpins and the fads
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The website ahead
contains malware

Keeping users safe



The team

(%fz

G

Google Chainalysis University of New York
California, University
San Diego

Research at Google g.co/research/protect



Life of a ransomware infection




The “HoeflerText" font wasn't found.

5.89

Latest version: Chrome Foni Pack 57.2.5284.21
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Victim gets infected



CERBER RANSOMWARE

Instructions

Can't you find the necessary files?
Is the content of your files not readable?

It is normal because the files' names and the data in your files have been encrypted by "Cerber Ransomware”.

It means your files are NOT damaged! Your files are modified only. This modification is reversible.
From now it is not possible to use your files until they will be decrypted.

The only way to decrypt your files safely is to buy the special decryption software "Cerber Decryptor®,

Any attempts to restore your files with the third-party software will be fatal for your files!

You can proceed with purchasing of the decryption software at your personal page:

http:/ / hjhgmbxyinisikkt.1 d8y5Se.top/ P aym e nt U R |_

A ,,,., ..
Victim is shown ransom note




= [} Cerbar Decryptor

Victim ID

Your documents, photos, databases and other important
files have been encrypted!

1. Create a Bitcoin Wallet (we recommend Blockchain.info)

. Buy necessary amount of Bitcoins
Unique

. Send B1.000 tothe following Bitcoin address:

. Control the amount transaction at the «Payments Hislory» panel below W a | | et

. 2 Reload current page after the payment and get a link to download the software

Victim visits payment site via Tor



Buy and sell bitcoins near you

Instant. Secure. Private.

Trade bitcoins in 14798 cities and 248 countries including United States.

& Sign up free

QUICK BUY QUICK SELL

| 1000

[ usb
[ United States

| All online offers

Victim buys bitcoin at exchange



Why Bitcoin?

Research at Google

Pseudonymous
No need to show ID card to create wallets

Fully Automatable
Allows scalable payment processing

Irrefutable
Transactions can't be reverted

Fungible
Bitcoins are easily converted into cash
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Bitcoin transactions are public

Transaction 15201,

on
I
Sender wallet: TNTNn[...| Receiver wallet: 15211,
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Life of a ransom payment

1. Victim buys

bitcoins
at exchange
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Life of a ransom payment
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2. Ransom moves
across multiple
wallets

1. Victim buys
bitcoins
at exchange
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Life of a ransom payment

o 2. Ransom moves

\ across multiple
wallets

-—EL
1. Victim buys 3. Criminal accumulates

bitcoins bitcoins then sells them
at exchange for currency at exchange
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|[dentifying victims
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To identify other victims, we
look at transactions with the
criminal’s accumulation vvallet
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Discovering payment network
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Discovering payment network
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Discovering payment network
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Gathering seed bitcoin transactions

Victim reports Synthetic “victims”
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Automating payment tracing

€

Initial seed Dataset Payment site Payment
ransomware expansion & and wallet tracing
clustering extraction
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Using clustering for dataset expansion
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Code similarity
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Shared infrastructure




Expanded dataset 301,588 binaries

154,227 147,361

Seed dataset Additional binaries




Automatically identifying payment sites at scale

Your documents, photos, databases and other important
files have been encrypted!

Create a Bitcoin Wallet (we recommend Blockchain info)

Buy necessary amount of Bitcoins

Send B1.000 to the following Bitcoin address:

HXXRIKHKIXKIIXHXHXXXIIHXHXXXKK

Control the amount transaction at the «Payments History» panel below

© Reload current page after the payment and get a link to download the software

Research at Google

Tor proxy URL
hjhgmbxyinislkkt.1a58vj.top/XXXX

Found in 4 files and 1 screenshot

Bitcoin wallet
TAZVK[..]
Found in 16 files and 1 screenshot
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Tracing payments through the bitcoin chain
NotPetya XC

x Coinbase
@ Poloniex

@ Huobi 7 . )(: ToE

LocalBitcoin Locky x

BiThumb

WannaCry
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Market insights
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$2 000 000

$1 500 000
$1 000 000
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In 2016 ransomware became a multi-million S business
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Locky 47.6m
Cerber
CryptoLocker
CryptXXX
SamSam
CryptoWall
AlNamrood

TorrentLocker

Spora

CoinVault | $0.2m

WannaCry || $0.7i1

The ecosystem is dominated by a few kingpins
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A fast changing market
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In 2077 ransomware increased binary diversity to evade AVs
Research at Google
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@: LocalBitcoins.-o-

Buy and sell bitcoins near you

LocalBitcoins.com

Bithumb.com
Coinbase.com -8.6%
CoinCafe.com [ 3.4% Instant. Secure. Private.
OKCoin.com . 2.9% Trace bitcains in 14815 cities and 248 countries including United States.
CoinCheck jp [J] 2.8%  Son i toe
Bitstamp.net . 2.6%
Huobi.com . 2.4%
QUICK BUY ‘ QUICK SELL
Bitcoin.de l 2.2%
CoinOne.co.kr l 21% [ At
| _ | i [ A
0% 10% 20% 30% 40% 50%
[ United States #]

Volume of tagged transactions

Many victims buy Bitcoins through the “Craigslist of Bitcoin”
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Split payment
in multiple
transactions

l

Victim payments

90% 9%
Paid the ransom in a single Did not account
transaction for transaction

fees
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traced ransoms cashed out
via BTC-E

Cashout list available on request

Research at Google

Low: 1040 USD High: 1270 USD

Last Price: 1072.532 USD H :
B I @ Volume: 14324 BIC / 17073828 USD Server Tima: 11.03.17 00:23

Trade Bitcoln Betting News PAMM Support

Login | Sign Up | Last password

|

Latest news:
25/02/17 CloudFlare parser big

10702717 Bitcoin Betting
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Buy BTC Sall BTC
Your balanca: Lowest ack Price Your balance: Highest Bid Price
ouso 1083.732 USD 0 BTC 1081.91 USD
Amount BTC: o | Amount BTC: 0
Price par BTC: |10B3 732 |uso Prica per BTC: 1081 91 usD
Total: ousD Total: o usp
Fae: 0 BTC Fee: 0 usD

Click to SUM your order

Calcutate Buy BTC
Sall erders
Total: 2743.42 BTC
price BIC usD =
1083732 000139195 150850075
1083.733 0.011837 1262814752

Click to sum your ardsr,

Calculabe Sell BIC

Buy erdars

Total: 11594947.37 USD
price BIC usp -
1081.91 1148659612 12427 46320B1F
1080.088 1.56420284 168947671704
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iheguy33: thats why | dont buy on hopes |
by on facts

4l zathran2200: Nova Moon

sudogual: omg this is the end | DROP
BITCOIN - buy nameccin | Rescue your
money buybuybuy

Bathayl: DIDS://rews, bitcoin, com/seg-
rejects-rule-change-for-bitooin-etff
MadMatizAK; lol...

theguy39: ol

Cryptohipple: You guys reslly need to
smoke a splift and reavallate your panic
DeSnoe: alsn kudos to BTC-e for not
crashing

sudoguai: MadMattzAK Kisses ;)
compassiaws ath what?
MadMattzAK: lol..,

Pandar! nice,

hallelodeBruGe: everything Is dumping
even dosh

gnosis??77: PPC to $1.00 Y
Sign in to wnta.

e hon

recom

Tor Browser ki problem oo, PR,

Desktop Tamiial ralsssat & xETCa! =

Ersbier i o Twitier
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Ransomware notable actors
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Locky

Bringing ransoms to
the masses




Ransomware infections are surging as
'Locky’ evolves into an effective
cyberweapon

warned that 'Locky' is quickly evolving into an effective piece of

International Business Times. Q

R B TR

Locky ransomware is back,

this time via Necurs

ZDNet

The godfather of ransomware

returns: Locky is back and
sneakier than ever




$2 000 000

$1 500 000

$1 000 000

$500 000
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The first ransomware to make >S1M per month
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Renting-out cybercriminal infrastructure

'S % '1’"

Coillan
’ 4 i L
5 ’

Dridex

Dridex, Locky, Cerber are distributed via the Necurs botnet
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Cerber

Rise of ransomware
as service




Cerber surpasses Locky to become dominant
ransomware menace

BR:::s.irriware—as—?:sivice is a hit with the tech illiterate . E n ro I I i n g I OW teC h Cri m i n a I S m a d e

w Leyden 13 Apr 2017 at 16:30

Cerber the new king of the hill in
2017

g.co/research/protect



$800 000

700 Q0D [

$600 000
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Consistent income - S200k per month for over a year
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Number of victims (Feb 1st to Feb 20th 2017)

50

0 Affiliates

8 affiliates are responsible for 50% of the infections
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Research at Google

ChzMB4[...]

Embedding ransom
site in the blockchain

Hardcoded wallet transacts with
new wallets periodically.

Cerber derives ransom site from
these wallets.



100%

80%

60%

Fraction of victims

40%

20%

0%
0 min 1 min 2 min 3 min 4 min 5 min
Time from infection to full encryption

From infection to full encryption in under a minute
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Spora

Ransomware business
model refined




Balance: 0.00USD  Refil Ext  (@hanguage

. I Welcome
| Iy Purchasings

N s

i Block Date: 10.01.2017 ®
! E D 30% C2 HREE Username: NULL [

FULL RESTORE IMMUNITY

REMOCWAL FILE RESTORE | FILE RESTORE |

Public Communication
WMessages: 5
Reference: You full decrypt price is 79 USD.

Greetings to all

Awvailable Payments Current Balance: 0.00 USD

My Transactions
BitCoin Meed Help?
accepted here

Date Task Balance
Discount

Deadline No transactions yet..




Wannacry
notPetya

Rise of the impostors
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Recycle Bin

o

Acrobat
Reader DC

9

Google
Chearnie

o

Mozilla
Firefox

EWanaDeci.

L

PWanaDec.”

Ooops, your files have been encrypted!

Payment will be raised an
HABZONT 15:01:24

Yaur files will be last on
HWZZAT 150124

Send $300 worth of bitcoin to this address:

[125¥BP gwuszoN Maws 19p7ARGIsiré SHw

Contact Us Check Payment T

Test Mode
Winelows 7

Build 7501




ZDNet

WannaCry now claiming 159 traffic
=8 cameras in Victoria

7.500 fines have already been cancelled
= B across the state in the wake of the

WannaCry ransomware.

(WES R4 D

A SCARY NEW RANSOMWARE
OUTBREAR USES WANNAGRY'S
0LD TRICKS

Massive cyberattack targeting 99
countries causes sweeping havoc




The (low) bottom line

S

56 BTC
revenue bitcoin wallets cashed-out

S0
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Testing out the malware, then unleashing it at once
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SECURELIST

ExPetr/Petya/NotPetya is a
Wiper, Not Ransomware

After an analysis of the encryption routine of the malware used in the Petya etr attacks, we have

thought that the threat actor cannot decrypt victims' disk, even if a paymer

Forbes

The NotPetya Ransomware May
Actually Be A Devastating
Cyberweapon

chel

L atest ransomware twist: A
demand for $250,000

Following last week's NotPetya outbreak, a new ransom note demands
bitcoin in exchange for a security key that decrypts locked files.




Payments
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$10,000 cashout

to mixer
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~=- Victim payments
-®- Tracer payments

$100 cashout
to mixer

Jun

2

Jul

No early warning - Activity start on the day of the outbreak

Research at Google
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Takeaways

Multi-million dollar black market
Ransomware generates tens of millions of revenue for criminals

RaaS is the new black
Cerber’s affiliate model is taking the world by storm

Rise of the impostors
Wipeware pretending to be ransomware is on the rise
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Questions?

Join us tomorrow 12pm | South Seas CD

Attacking encrypted USB keys
the hard(ware) way
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. Thank you
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